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ABOUT BIS

Bureau of Indian Standards (B1S), the National StandardsBody (NSB) of Indiawas established under the BIS
Act, 1986 and cameinto existence on 1 April 1987 assuming the functions of the erstwhile Indian Standards
Institution (1S1). The Sl was established on 6 January 1947. The BISAct, 2016 cameinto force on 12 October
2017 superseding BISAct 1986. The BI SAct, 2016 providesfor the establishment of anationa standardsbody
for theharmoniousdevel opment of theactivitiesof standardization, conformity assessment and quality assurance
of goods, articles, processes, systemsand servicesand for matters connected therewith or incidental thereto.

BISthrough itscore activities of standardization and conformity assessment, has been benefiting the national
economy by providing safe, reliable and quality goods; minimizing health hazardsto consumers; protecting the
environment; controlling over proliferation of varieties; promoting exports and imports substitutes, etc. The
standardization and conformity assessment schemesof Bl Sapart from benefitting the consumersand industry so
support variouspublic policiesespecialy in areas of product safety, consumer protection, food safety, environment
protection, building and infrastructure devel opment, etc.

BlSalsorepresentsindiaininternational standardsbodieslike International Organization for Standardization
(1SO) and the International Electrotechnical Commission (IEC) and participatesactively in theinternational
standardization work undertaken by these bodies. BI S presentsthe nationa viewpointson new areastakenup for
international standardization and on variousdraft international standards during the process of devel opment of
these standards so that the country’ sinterest is protected and reflected in these standards. Thisalso enablesthe
BI Stechnical committeesto consider adoption of theinternational standardsas|ndian Standards, with or without
modifications, in order to enable our productsand servicesto integrate with global trade and commerce.

What are Sandar ds?

Standard isadocument, established by consensusand approved by arecognized body, that provides, for common
and repeated use, rules, guidelinesor characteristicsfor activitiesor their results, aimed at the achievement of the
optimum degree of order inagiven context.

I mportanceof Sandar dization

Standardization isthe process of devel oping technical standardsthrough consensusof different parties. This
standardization aimsto addressoneor dl of compatibility, interchangeability, variety control, safety, environment
protection, product protection and fitnessfor purpose. Standards provide numerabl e benefitsto thetechnologists,
producers, consumersand traders besides defining purposefor each of theseentities.

Standards can beformulated at variouslevelsranging from anindividual through National (1S) to I nternational
leve (1S0). Also, depending onthesubject in hand, standards can be made on various aspects such asterminol ogy,
specification, sampling, testing, code of good practice, systemesand services.

STANDARDIZATIONACTIVITY OFBIS
Sandardization Sructure

Thereare 16 Technical Departmentsformulating
standards in various subject areas.
Corresponding to these departments, 16 division
councilsexist. Each division council hassevera
sectional committees working under it. The
standards cover important ssgmentsof economy
and helptheindustry in upgrading the quality of
their goodsand services.



Sandar dsFormulation Process

Thelndian Standards are devel oped by technical
committees that are representative of various
stakeholdershavinginterest intherelevant subject
of standardization under the scope of such
committeesthrough aprocess of consultation so
that viewsof al aregiven dueconsiderationanda
consensusisevolvedinformulaing astandard. The
stakeholdersinvolved in nationa standardization
can broadly be categorized asindustry, consumers/
users, technologists(R& D and scientificinditutions,
academia, individual subject experts, etc) and
government departments/regulators.

Theprocessof standardsdevelopment of BIS
is aligned with accepted international best
practicesthat are based on the core principles
of openness, transparency, impartiality and
consensus. The process begins with the
identification of the standardization needsof the
given sector or subject following which the
development of the standard istaken up and
planned bythe relevant technical committee.
Apart from consultation within thetechnical
committees, draft standards are also open for
publicviews/comments.

Standards Devel opment Process Flow
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Sandardization in the Emeraing I nformation Technology areas

Information Technology (1 T) hasbecome anintegral part of our lives and has been transforming theway we
communicate, work, and interact. Astechnology continuesto evolve at arapid pace, the establishment and
adherenceto standards have become crucial in ensuring compatibility, interoperability, Informationinterchange,
life cyclemanagement, data Privacy and security. I T standards serve asthefoundation for areliableand efficient
IT infrastructure.

Inanincreasingly connected world, harmonization with international 1T standardsisalso crucia. BlSactively
collaborateswith internationa standards bodies such astheInternational Organization for Standardization (1S0)
andthelnternationa Electrotechnical Commission (IEC), specificaly Joint Technical Committee (JTC 1) of ISO/
|EC dedlingwith standardizationintheareaof I T. Thiscollaboration enablesindian standardsto dignwithgloba
best practices, fostering internationa interoperability, and facilitating trade and exchangeof I T goodsand services.
Thisalso givesusthe platform for proposing and preparing new International Standardsfrom Indiaas per our
requirements.

Inthefield of Information Technology, BIS formulatesIndian Standards (1S) covering broad range of areas,
induding:

° Softwareand SystemsEngineering

° Smart Cardsand Computer peripherals

° Biometrics

° E-learning

° Cybersecurity, DataPrivacy and Dataprotection

° DataCentres

° Indian Languages Technologies

° Block-Chainand Distributed L edger Technologies(DLT)
° Internet of Things(loT)

° Artificid Inteligence

° Smart Infrastructure

° Brain-Computer Interface

° Quantumtechnologies

° Metaverse

The standardsin the above I T areas are prepared by the various technical committees under Electronics &
Information Technology Divison Council (LITDC) of BISwhichincludesmembersfrom Government, Regulaors,
Industry, Laboratories, Research & Developments, Consumersand Academia. Thereareatota of 35 Technical
Committeesinthe Electronicsand | nformation Technology Department of Bureau of Indian Standards. Thedetails
of thesecommitteescan beviewed at : https./mww.services.bis.gov.in/php/BI S _2.0/bisconnect/dgdashboar d/
committee sso/committeeDetail /66

During therecent past inthelast few years BI S sendeavour has been to constantly monitor and identify future
emerging technology areasinthefield of I T. Severd new Committeesunder LITDClikeAl, Metaverse, Quantum,
Brain Computer Interfaces, Internet of Things(loT) and Digita Twins, Smart Infrastructure, Blockchain etc have
been congtituted.

- & E————————————



Detailsof Bl STechnical Committeesdealing with emer ging technology areasof I T

Technical CommitteeNumber | Technical CommitteeName

LITD 14 SoftwareAnd System Engineering

LITD15 DataManagement System

LITD 16 Identification & Datacapturetechniques, Cardsand Security Devices
LITD 17 Information Systems Security And Privacy

LITD 19 E-Learning

LITD 20 Indian Language TechnologiesAnd Products
LITD 22 Geogpatid Information

LITD 25 Digita Governance

LITD 27 Internet of Thingsand & Digita Twin

LITD 28 Smart Infrastructure

LITD29 Blockchain and Distributed L edger Technologies
LITD30 Artificid Inteligence

LITD 31 Cloud Computing, IT & DataCentres

LITD 32 Biometrics

LITD 33 Wearabl e dectronic devicesand technologies
LITD 34 Smart Manufacturing

LITD 37 Brain-Computer Interface

The standardsin the aforementioned emerging technol ogy areasare developed withanamto:

Enableinteroperability among productsand servicesfrom different suppliers

acilitate global supply chainsand enable cooperation among suppliers, providing afoundation for
globd trade

Establish expectationsand practicesthat result in higher quality productsand servicesand provide
confidenceto purchasers

Provideacommon languageand set of guidelinesthat enable seaml essintegration and interoperability
among various systems, applications, and devices.

The highlights of the standardization work in each of these areas mentioned aboveisgiven in the
following pages.



ARTIFICIAL INTELLIGENCE
BISCommittee: LITD 30Artificia Intelligence

I nternational Committee: ISO/IEC JTC 1/SC 42 Artificia intelligence

Artificid Intelligence (Al) isafast-evolving family of technologiesthat can be designed to operate with varying
levelsof autonomy. The promiseof digital transformation coupled with the continued and rapid innovationinAl

hasa so changed thedynamic of how Al systemsare being deployed. Traditiondly, Al had beenfocused onlarge-
scaeproblemsthat wereeither too hard/complex to solvewith traditiona compute methodsor werein specidized
emerging areas. Thisisnolonger thecase. Al isoneof thekey enablersof thedigital transformation drivenby a
demand for servicesand moreintelligent anaytics. Examplesinclude:

- Al expert systemsare hel ping healthcare professional s make better decisionsfor patientswith proper
trustworthinessmeasuresdesignedinto the system,

- Al deployment in theindustrial manufacturing sector whereitisdriving higher efficienciesby allowing
robotsto work alongside human workerswith the proper safety measures designed into the system,

- Al deployment inthefinancia ecosystemwhereitisenabling gpplicationsthat rangefrom asset management
that takesinto account factors such asthe clientsrisk to fraud detection that reducesfal se-positives

- Emerging applicationsare numerousand diverse e.g. consumer, retail, digital assistants, expert systems
such assmart grid, marketing intelligencetool s, enterprise etc.

TheAl ecosystem continuesto beripefor standardization. International standardsand specificationsplay an
important rolefor the secure and reliable functioning of Al applications. They formthebasisfor trustintheir
technica systemsand processesand foster their reliability and implementation.

AttheNationa level, NITI Aayog haspublished discussion paper like Nationd Strategy for Artificial Intelligence
— #AIFORALL and approach documentson Part 1 ‘ Principlesfor Responsible Al’ and Part 2 Operationalizing
PrinciplesFor ResponsibleAl’.

LITD 30identifiestheareasfor Al standardization based on National prioritiesinlinewiththe NITI Aayog
Nationa Strategy for Al and pursuestheseat Internationa level.

AIM of Al Standardization:
° Common conceptsand terminology
° Enabling meaningful and Intelligent ingghtsfrom largeamount of datasets
° Defining Characteristicsof Quality of Data
° Totackle Governanceissues
° Toensure Trustworthiness:: security, privacy, ethical and societal consideration aspects

BIShaspublished following Indian standardsinthefield of Al : onVocabulary of Big data, Referencearchitecture,
use cases, overview of Trustworthiness, robustness of neural of networks have been published by Bureau of
Indian standards:

1 | S1SO/IEC 20546:2019 Information technology — Big data— Overview and vocabulary



2. | SISO/IEC 20547-3:2020 Information technol ogy — Big datareference architecture— Part 3: Reference
architecture

3. |S1SO/IEC TR 24028:2020 | nformation technology — Artificid intelligence— Overview of trustworthiness
inatificd intdligence

4, |S1SO/IEC TR 20547-1:2020 I nformation technology — Big datareference architecture— Part 1.
Framework and application process

5. |S1SO/IECTR 24029-1:2021 Artificid Intelligence (Al) —Assessment of therobustnessof neura networks
— Part 1: Overview

6. |SI1SO/NEC TR 24030:2021 | nformation technology — Artificid intelligence (Al) — Usecases

7. IS1SO/NEC/TR 24368 : 2022 Information Technology Artificid Intelligence Overview of Ethica and Societa
Concerns

8. ISI1SO/EC/TR 24372 : 2021 | nformation technology Artificia intelligenceAl Overview of computational
approachesfor Al systems

0. |S/ISO/IEC 38507 : 2022 Information technology Governanceof I T Governanceimplicationsof theuse
of artificid intelligenceby organizations

10. IS1SO/IEC 24668:2022 Process management framework for big dataanaytics



Therearemany standardsunder devel opment at national and internationa level aswell whicharerelatedto Data
Quadlity, trustworthiness, vocabulary, Bias, Testing of Al systemsetc. Someof theimportant oneare:

° Artificid intelligence Guidance on risk management
° Artificid intelligenceAssessment of machinelearning classification performance
° Information technology Artificid intelligence Datalifecycleframework

° Al Assessment of the robustness of neural networks Part 2: Methodol ogy for the use of formal
method

° Softwareengineering Systemsand software Quality Requirementsand Eval uation SQuaRE Quality
model for Al systems

° Dataquality for andyticsand ML

° Al systemlifecycleprocesses

° Artificid intelligence— Referencearchitecture of knowledgeengineering
° Trangparency taxonomy of Al systems

° Environmental sustainability aspectsof Al systems

° Al systemimpact assessment

° Artificid inteligence— Management system

BIS Committee expertsareleading the devel opment of anumber of standardsat International level. Some of
thesearelisted below:

1 Guidelinesfor Al applications: Thisstandard intendsto devel op guidelinesfor identifying the context,
opportunities, and processesfor developing and applying Al Applications. The proposed guidelineswill
provideamacrolevel view of anAl Application and acommon framework to stakehol dersto answer the
question: “What isanAl Application?’

2. Veification and validation Analysisof Al systems: Thisdocument describesapproachesfor verification
and validation of Al systemsagaingt their stated requirementsand specifications.

3. Overview of differentiated benchmarking of Al system quality characteristics: Thisdocument
providesan overview of conceptud frameworksfor graded benchmarking of Al sysemqudity characteridics.
Theamistoexaminethefeas bility of using differentiated benchmarking of quality characteristicsbased on
the complexity and context of useof anAl system

4.  Guidancefor GenerativeAl Applications. Thisdocument providesguidancetoidentify vauecontribution
and valuerealization for each stakehol der when devel oping or using agenerativeAl application. This
document al so provide guidancefor governance mechanism to manage use of an existing generativeAl
application asaservice



WEARABLE ELECTRONIC DEVICES & TECHNOLOGIES

BISCommittee: LITD 33 Wearabl e el ectronic devicesand technologies

International Committee: IEC TC 124 Wearabl e € ectronic devicesand technologies

Thewearabl e dectronic devicesand technol ogiesare materias, devices, and systemsthat provideinformation as
well asentertainment, both of which aredirectly and indirectly related with convenience, health careand well-
being.

Maor current and upcoming wearabl e devicesare categorized asaccessories, € ectronictextiles, patchabledevices,
implantable devices. Whilewearabl e e ectronic devices and technol ogies are different in their types and shapes,
they share common characteristicsthat they always stay on and collect datawith theaim toimprove how users
interact and benefit from their environments.

Wearabl e e ectronic devicesand technol ogiesarerapidly expanding on agloba basiswith new emerging markets
and gpplications. Wearabl e ectronic devicesand technol ogieswill be used in emerging applications sectorsusing
varioustechnol ogiesthat will include semiconductors, displays, sensors, textiles, 10T, etc.

The Bureau of Indian Standards (BIS) recognizesthe significance of the standardization work inthefield of
“Wearable Electronic Devicesand Technologies andisactively contributing toitsdevel opment.

BIS Committee expertsareinvolved in the devel opment of anumber of standardsat National and I nternational
level. Some of thesearelisted below:

° Performance of stressmeasurementsinwearables

° Performance M easurement of Fitness\Wearables- Slegp Measurements

° Performance M easurement of FitnessWearables- Step Counting

. Performance measurement method of wearables- Accuracy of Heart Rate Determination

° Test methods of surface el ectromyography sensorsfor wearabl e applications
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° Test method for assessing washing durability of e-textile products

° Test method for measuring surface temperature of wrist-worn wearable el ectronic deviceswhilein
contact with human skin

BISTechnical Committee experts have proposed and areleading the devel opment of standardsat I nternational
levd:

1 Performance of fabric-based piezoelectric Nanogenerator:

Thisdraft International Standard, being led by India, specifiesamethod of evaluating energy harvesting
performance of fabric-based piezoel ectric nanogenerator for wearabl e el ectronic devicesused for energy
storage and self-powered el ectronic applications

2. Performance of fabric-based triboelectric Nanogenerator:

Textile-based triboel ectric generatorsarefound to be an dternative and promising proposal for converting
human motioninto electricity. Thisdraft International Standard, being led by India, specifiestermsand
configuration for fabric-based triboel ectric generators, and measurement methods to determine and
characterizethe power generation performance of textile generatorsunder different modes.

3. Mobile Wearable Device Data Security:

Many wearablesdon’t comewith built-in security, which makesthem vulnerabl e to being compromised.
Fromanenterprise | T standpoint, thisis particularly worrisome because of the connectivity wearables
maintainwith smartphones, cloud apps, and potentially corporate networks, which could serveasalaunch
point for an attack . Thereare seriousissueswith datain transit whenit’sbeing synced and with databeing
stored on the manufacturer’sor service provider’scloud servers. Somethird-party appsneglect basic
security standardsand send or storeinformation that’snot encrypted . Thereisalack of insight and policy
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to cater for issuesrel ated to wearabl e devices, which often run their own operating system and gpplications,
and provide OSfirmware updates accordingly. Aswearabl e devices become more common, they’ |l dso
becomebigger targetsfor hackers. |ssuesof DeviceAuthenticity, Confidentiality, Datal ntegrity, Availability,
and User Authentication/ Authorization exist in Body AreaNetworks. To addresstheseissues, Indiais
leading theformul ation of an International Standard on ‘M obile\Wearable Device Data Security’.

INTERNET OF THINGS & DIGITAL TWIN
BISCommittee: LITD 27 Internet of Thingsand & Digital Twin

International Committee: |SO/IEC JTC 1/SC 41 Internet of thingsand digital twin

Thelnternet of Things(loT) hasrapidly emerged asatransformativeforcein therealm of technology, promising
to revolutionizeindustries, enhance efficiency, and improvethequdity of life. 10T refersto theinterconnection of
everyday objects and devices through the Internet, allowing them to collect, exchange, and act upon data
autonomoudly. Thistechnology hasthe potentia to create asmarter and more connected world. However, tofully
unlock itspotential, it isessential to establish robust and comprehensiveloT standards.

Following Indian standardson 10T reference architecture, use cases & interoperability have been published by
Bureau of Indian standards:

1 1S18004 (Part 1): 2021 10T System ReferenceArchitecture

ThisIndian Standard describesthe Internet of Things (10T) Reference Architecture, that comprises|oT
Concept Model, 10T Reference Models(Domain based 10T reference model, Entity based |oT reference
model) and 10T Deployment Views. The Standardisuseful for anyoneinvolvedinthedesign, development,
deployment, and implementation or certification of an10T device, network or application ecosystem.

2. IS/ISO/IEC TR 22417: 2017 | 0T Use Cases

Thisdocument identifies25 10T scenariosand use cases based on real-world gpplicationsand requirements.
Anobjectiveof thisdocument isto assist in theidentification of potentia areasfor sandardizationintheloT
environment to ensure ease of operation and interoperability.

3. | S/ISO/IEC 30118 series (18 parts) I nfor mation technology- OCF Specifications

Thisserieswas devel oped for smart homefocused I nternet of Things (10T) devices, such asappliances,
door locks, security cameras, sensors, and actuators, theseto bemodelled and securely controlled, locally
and remotely, over an | Pnetwork. In addition, security concernsfor 10T deploymentsin commercial
environments.

JTC 1/SC 41 adheresto this scope with the help of itsfive Working Groupswhich areresponsiblefor
standardizationinthefollowing subareasof I0T & DT:

° loT Architecture

° loT Interoperability
° loT Applications

° Digitd twin

° Maritime, underwater 0T and digital twin applications
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Someof theimportant published standardsarelisted below:

|SO/IEC 20924:2021 10T Vocabulary

|SO/IEC 21823 sexies. Interoperability for 10T systems

| SO/IEC 29182 series: Sensor Network Reference Architecture (SNRA)

| SO/IEC 30140 series: Underwater acoustic sensor network (UWASN)

I|SO/IEC 30161 series. Dataexchangeplatformfor 0T services

| SO/IEC 30162:2022 Compati bility requirementsand model for deviceswithinIndustria 10T systems
|SO/IEC 30165:2021 Real-timeloT framework

|SO/IEC 30169:2022 10T applicationsfor electronic label system (ELS)

© © N o g & w bdh BB

| SO/IEC 30179:2023 Overview and general requirementsof 10T system for ecol ogical environment
monitoring

Someof theimportant standards under devel opment arelisted bel ow:

Underwater network management system (U-NMS) interworking

loT for Stress Management, Good health & Well-being

loT —Functiond architecturefor resource D interoperability

Dataexchangeplatformfor 10T services—Part 2: Transport interoperability between nodal points
AutonomousloT object identification in connected home—Requirementsand framework
Functiona requirementsto determinethe status of self-quarantinethrough |oT datainterfaces

loT - Dataformat, value and coding

|oT- Behavioura and policy interoperability

© © N o g & w bdh BB

Addressing interoperability between | Pv6-based network and UWASN

=
o

Addressinginteroperability between heterogeneous underwater acoustic sensor networks (UWA SNs) based
on underwater delay and disruption tolerant network (U-DTN)

METAVERSE

BISPand: LITDC/Panel 8 Metaverse
International Group: |SO/IEC SEG 15 Metaverse

The concept of the M etaverse has captured theimagination of technologists, creators, and the genera public
alike. It envisionsavast, interconnected virtual world where users can work, socialize, learn, and play. The
Metaverse, often described as the successor to the internet, will encompass virtual and augmented reality
environments, interactive 3D spaces, digital economies, and immersive experiences.
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Asthe Metaverse evolvesfrom sciencefiction into atangible promising digital frontier which hasthe potential to
reshape industries, communication, and human experiences, a robust framework of standards to ensure
interoperability, security, privacy and ethical cons derationsbecomes paramount. Standardi zation efforts, bothin
Indiaand globally, areinstrumental in guiding the respons ble devel opment of thistransformativetechnol ogy.

Congdering theabovelisted factors, Bl Sformul ated adedi cated Panel on“Metaverse” inApril 2023toinvestigate
the needsfor sandardizationintheareaof Metaverse, consdering current research, technology and stlandardi zation
activities, and trends& recommend aninitial roadmap for standardization activitiesintheareaof Metaverse. It
also actsasthe National Mirror Panel of ISO/IEC SEG 15“Metaverse”.

BISiscurrently working onthefollowing key areasof Metaverse Standardization:

° Content Creation and Accessibility: Standardsfor content creationtoolsand accessibility featuresensure
that the M etaverse remainsinclusive, enabling creatorsand usersof al abilitiesto participate.

° Digital I dentity Standar ds. To enhance security and user trust, thereisaneed for standardsfor digital
identitieswithin the M etaverse, enabling secureand verifiable user profiles.

° Ethical Frameworks. Develop ethica guiddinesto address concernsrelated to digital rights, inclusivity,
and theresponsible use of the M etaverse.

° I nter oper ability: The Metaversewill comprise numerous platforms, applications, and technologies.
Standardization will enable seaml essinteraction between different M etaverse components, alowing users
totransition betweenvirtud environmentseffortlesdy.

. Security and Privacy: Defining security and privacy standardsto protect usersand their datawithinthe
Metaversewill include guidelinesfor encryption, authentication, and datahandling practices.

Provided below isalist of someimportant international standardsrelated to Metaverse:

. I SO/IEC 18038:2020 Sensor representation in mixed and augmented reality

. | SO/IEC 23488:2022 Object/environmental representation for image-based rendering in virtual/mixed
and augmentedredity (VR/MAR)

° |SO/IEC TS23884:2021 Materia property and parameter representati on for model -based haptic smulation
of objectsinvirtua, mixed and augmented redity (VR/MAR)

° |SO/IEC 18039:2019 Mixed and augmented redlity (MAR) reference model
° | SO/IEC 18040:2019 Live actor and entity representationin mixed and augmented reality (MAR)

° | SO/IEC 18520:2019 Benchmarking of vision-based spatial registration and tracking methodsfor mixed
andaugmentedredity (MAR)

. I|SO/IEC TR 238442023 Immersive content and technol ogy

° |EC 63145-10:2023 Eyewear display - Part 10: Specifications

° IEC TR 63344:2021 Conceptua modd of standardization for haptic multimediasystems
° |SO/IEC 19774-1:2019 Humanoid animation (HAnim) architecture

° | SO/IEC 19774-2:2019 Humanoid animation (HAnim) motion dataanimation



BlSexpertsarea so involved in the devel opment of anumber of standards at the International level. Some of
thesearelisted below:

° Information modelling for VR/AR/M R based education and training systems*

° Augmented and Virtual Reality safety — Guidance on safeimmersion, set up and usage*
° Coded representation of immersive media*

° Human Information DataModel for 3D Virtual Smart Cities*

° Congtructsfor visua positioning systemsin mixed and augmented redity (MAR)*
Challenges:

TheMeaverseisdill initsnascent stages, and the challenges of standardization aresignificant. Rapid technologica
advancements, evolving user expectations, and the need for cross-industry collaboration pose ongoing challenges.

QUANTUM COMPUTING
BISPand: LITDC/Pane 5Quantum computing

Internationa Group: | SO/IEC SEG 14 Quantum technologiesand | SO/IEC JTC /WG 14 Quantum Information
Technology

Quantum technology isan umbrellaterm that encompassesavariety of emerging technol ogiesand applications
based on the principles of quantum mechanics, abranch of physicsthat describesthe behavior of matter and
energy at the smallest scales, such asatomsand subatomic particles. Quantum technol ogy leveragesthe unique
properties of quantum systemsto create novel toolsand solutionsthat can have aprofound impact on fields
ranging from computing and communication to sensing and cryptography.

Quantum computing isan aspect of quantum technology andisacutting-edgefield of scienceand technology that
promisesto revol utionizetheway we solve complex problems. Unlike classical computers, which usebitsasthe
fundamental unit of information, quantum computers use quantum bitsor qubits, opening up new possibilitiesfor
solving problemsthat were once considered unsolvable. The projected globa market for quantum computing
aloneisestimated to beinthebillions of dollarsby 2030. Assumptions made, the technol ogy included and the
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range of revenues projected vary greatly but rapid growth to high and sustained revenuesarewidely agreed.

Need for standar dization in Quantum technologies:

Quantum technology (QT; quantum computing and closely related technology) isthe second generation of
technol ogiesto expl oit quantum effects, manipul ating the quantum states of individual particles(eg photonsor
atoms). It promisesrevol utionary advancesfor some sectorsof industry and society, with rapid financia growth.

For example, quantum sensing hasapplicationsin awidevariety of fields, including distributed, high-precision
time, magnetic-field sensors, inertia sensors, and distributed quantum computing; quantum communications, in
principle, will beinvulnerableto eavesdropping.

Variousindustria sectorshave aso started to apply quantum technol ogies, such asin aviation and space, energy
andail, financeand insurance, logisticsand distribution, health and medical care, chemica and materids. Although
hardware products currently dominate quantum devel opments, software and service productsare steadily onthe
rse

Whilst standardsfor some aspects of quantum technol ogies are already under devel opment, thereisapressing
need to begin standardization at the global level, for examplein: quantum computing (device characterization,
hardware and software benchmarking), quantum simulation (vaidation of results, common languages), quantum
sources (characterization of single photon/electron sources), quantum detectors (calibration and characterization
of single-photon avalanche photodiodes), quantum communi cations (characteri zation of quantum random number
generators, specificationsfor quantum key distribution productsand systems).

Consdering thevision of the Government of Indialaid out inthe National Quantum Mission, BIShassetupa
panel LITDC/Pand 5 on Quantum Computing.

Significant areaswheretheactivity of standardization related to thisfield istaken up are asbel ow:

. Potential areasof quantum hardwarelisted below identified where standards can be developed to hel p the
stakeholders.
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" Cold atoms

n lontrap

" Superconducting qubits
n Quantumsmulators

] Photonic qubits

° Createabenchmark against classical computers, factorslike energy, memory. Need to comeup with aset
of problemsthat can be used asabenchmark against classical computers.

. Develop terminology on different aspectsof quantuminformation technol ogy including the aspectsbel ow
to createacommon understanding among adiverse set of stakeholders:

" Superconducting qubits,
" photonic qubits
" iontrapsand cold atoms
] cryptography (quantum crypto, post-quantum crypto)
° Conduct asurvey to get to know thetechnol ogiesbeing usedin theareaof quantuminformation technologies
(QIT).
Additionally, thefollowing projects have been taken up for devel opment by ISO/IEC JTC VWG 14

1.  Quantum computing— Terminology and vocabulary

I ntroduction to quantum computing

Genera reguirementsfor quantum resource simulation platform
Quantum machinelearning datasets

A w DN

SMART INFRASTRUCTURE
BISCommittee: LITD 28 Smart Infrastructure

International Committee: IEC SyC SyC Smart Cities

The Government of Indiagtarted itssmart citiesmission to devel op 100 Smart Citieswith an objectiveto provide
adecent qudlity of lifetoitscitizensusing smart solutions. Themiss onfocuseson harnessing technol ogy, especidly
technology that leadsto Smart outcomesand the cresation of citiesthat are properly connected, adaptive, efficient,
andresilient.

Bl Shasembraced thevison of Smart Citiesand hasembarked on an ambitiousjourney to develop acomprehensive
set of standardsfor Smart cities, covering al aspectsof theInformation & Communication Technologies(ICT),
pertaining to Smart Cities. Theseinclude an overall master document, ICT Reference architecture, & ahost of
standardsto cover, Dataand associated technol ogies, Geographicd |nformation Systems(GIS), Internet of Things
(IoT) technol ogies, Communication protocol s, E-governance Systems and Datamodel sand Taxonomy standards
for all therelevant domainsof Smart Cities.

BIS, haspublished standardson ICT ReferenceArchitecture, Unified DataExchange, 10T System, Municipal
Governance ReferenceArchitecture etc. These standardsare not static entities, however shal continualy evolve
asper thelearningsfrom actua practiceand evolving needs.
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Sustai nable resource management liesat the core of smart cities. Standardsplay avitd rolein ensuring the optimal
utilization of resources, such asenergy, water, and transportation. Through the adoption of standards, smart cities
can deploy advanced metering systems, red-timemonitoring, and intelligent infrastructure, facilitating the efficient
distribution and consumption of resources. For example, standardized protocol sfor smart grid technol ogy enable
theintegration of renewabl e energy sources, demand-response mechani sms, and energy storage systems, leading
to reduced energy waste and enhanced grid stability.

Theproliferation of datain smart cities posessignificant challengesin termsof security and privacy. Standards
provide arobust foundation for addressing these concerns. By implementing standardized security measures,
encryption protocols, and dataprivacy regulations, smart citiescan safeguard sensitiveinformation and build trust
among citizensand stakehol ders. These standards hel p prevent unauthorized access, databreaches, and cyber-
attacks, ensuring that personal dataand critical infrastructureremain secure.



Smart city standardsa so promotecitizen engagement and inclusivity by establishing guidelinesfor user interfaces,
access bility features, and open datapolicies. By adopting standardized interfaces, smart city applicationsand
servicesbecome more user-friendly and accessibletoindividua sof diverse backgroundsand abilities. Opendata
standards enabl e the transparent sharing of information, empowering citizensto actively participatein decision-
making processes, identify areasfor improvement, and contributeto the devel opment of their communities.

The Government of India’'s Smart CitiesMission, launched in 2015, aimsto transform 100 citiesacrossthe
country into smart citiesby integrating technol ogy, governance, and citizen participation. Thesecitiesaredesigned
to bemoreefficient, connected, and liveable, offering arange of smart solutions acrossvarious sectors.

LITD 28, Smart Infrastructure Sectional Committee of BIS has published anumber of standardsfor ensuring a
harmonized, secure, and sustainabledigita infrastructure acrossthesmart citiesthat will facilitatetheimplementation
of various Smart City projectsin an efficient, cost-effective and secure manner.

The seriesof standardswould be applicable acrossany geographical region that can encompass Smart Villageto
Smart Citiesto theentire nation.

Oneof theimportant standards published is|S 18000 Unified Digitd Infrastructure— CT ReferenceArchitecture.
The standard definesthe reference architecture and model sfor information and communication technol ogies
needed torealizeaUnified Digitd Infrastructurein Smart Citieswithout mandating any specific components. The
| CT ReferenceArchitecturedefined in thisstandard comprisesthe Functiond referenceM odd , Technology reference
models, and | nformation reference models. The description of the | CT Reference Architecturein thisstandard
startswith capturing the stakehol der expectations. These stakeholder expectations naturally lead to aset of
functionditiesthat are needed to meet the expectationsand thesefunctiondities congtitute the Functional Reference
Modd. Thetechnology referencemode andinformation referencemodd that areneededtoredizethefunctionaities
arederived fromthefunctional referencemodd.

IS 18003 Unified Data Exchange Part 1 Architecture-ThisIndian Standard describesthe architecturefor thedata
exchange, interfaces of dataexchange components and the use casesthat are enabled in the ecosystem. It aso
describestherespongbilitiesof variousstakeholders, their interactionswith other stakeholdersinthe system, and
the consequences of thoseinteractions. This Standard also describesahigh-level architecture of thethreemain
componentsof the dataexchange services. Catal ogue service; Authorization service; and Resource access service.
Security and privacy areincorporated by designinthisarchitecture. Thisarchitectureshould smplify thelifeof the
datacustodiansaswell asthe application developers.

1S 18010 (Part 1) for Unified Digital Infrastructure- Unified Last Mile Communication Protocol s Stack Part 1
ReferenceArchitecture. ThisIndian Standard definesthe Unified Last Miles Communication Protocol Stack —
ReferenceArchitecturefor communication devicesdeployedinthedigitd infrastructure. Thereferencearchitecture
describes how different communication technologies can be harmonized to coexist at lower layers of the
communication stack, whilekeeping unified upper layersrunning over different communication technol ogies. Part
5 Section 1 of thisstandard describesthe Physical Layer and MAC layer specification based on |EEE 802.15.4
using Sub-GigaHz spectrum 865 —867MHz.

The establishment of smart citiesstandardsisinstrumenta in shaping sustainabl e, connected urban environments.
Thesestandards enabl einteroperability, optimize resource management, enhance datasecurity and privacy, promote
citizen engagement, and facilitate scal ability. Ascitiesaround theworld embark ontheir smart city journeys, itis
imperativethat they prioritizethe devel opment and adoption of comprehensive standards. By doing so, citiescan
harnessthefull potential of technology, fostering abrighter futurefor their citizensand paving theway towardsa
more sustainableand inclusiveworld.



BLOCKCHAIN AND DISTRIBUTED LEDGER TECHNOLOGY (DLT)
BISCommittee: LITD 29 Blockchainand distributed ledger technologies

International Committee: 1SO TC 307 Blockchain and distributed ledger technol ogies

Blockchainand Distributed Ledger Technology (DLT) arerelated conceptsthat have gained significant attention
and usein recent years, primarily inthe context of cryptocurrencieslike Bitcoin and Ethereum. However, their
applicationsextend beyond cryptocurrenciesto variousindustries.

Theam of blockchain standardizationisto establish aset of commonly accepted protocol s, specifications, and
best practicesfor the devel opment and implementation of blockchaintechnol ogy.

The current standards published by LITD 29 are given bel ow:
1 |S1SO/TS 23258:2021 Blockchain and distributed ledger technol ogies Taxonomy and Ontology
2. |S/1SO 23257:2022 Blockchain and distributed |edger technol ogies - ReferenceArchitecture

3. |S1SO/TR 23249:2022 Blockchain and distributed ledger technologies— Overview of existing DLT
systemsfor identity management

IS 1SO/TS 23635 : 2022 Blockchain and distributed ledger technol ogies Guidelinesfor governance
|S1SO/TR 3242:2022 Blockchain and distributed ledger technologies— Use cases
|S/1S0O 22739 : 2020 Blockchain and distributed |edger technol ogies Vocabulary

N o g &

IS/1SO/TR 23244 : 2020 Blockchain and distributed |ledger technol ogies Privacy and persondly identifiable
information protection cong derations

Standardizationinthe context of blockchain has severd important objectives:

1 I nter oper ability: Blockchain standards ensurethat different blockchain platformsand applicationscan
seamlesdy communicateand interact with each other. Thisiscrucid for cregting aunified andinterconnected
blockchain ecosystem.

2.  Condggency and Rdiability: Standardshelp maintainahighleve of consstency andrdiability inblockchain
systems, reducing therisk of errors, vulnerahilities, and incons stenciesin how dataisstored and transactions
areexecuted.

3. Security: By setting security standards and best practices, the blockchain industry can mitigaterisks
associated with cyberattacks, fraud, and databreaches. Standardized security measureshel p protect users
andtheir assets.

4.  Scalability: Standardscanfacilitate the scalability of blockchain networks, allowing themto handlea
larger number of transactionsand partici pantswithout compromising performance.

5. Regulatory Compliance: Asblockchain technol ogy becomes morewidely adopted, governmentsand
regulatory bodiesareincreasingly interested in itsuse. Blockchain standards can hel p organi zationsadhere
tolega and regulatory requirements.

6.  Adoption and I nnovation: Standardization can promote broader adoption of blockchaintechnology by
providing astablefoundationfor devel opersand businessesto build upon. This, inturn, can spur innovation
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and the devel opment of new applicationsand use cases.

7. Simplified Development: Developers benefit from established standards because they provide clear
guiddinesand reusable components, reducing the compl exity and timerequired to create bl ockchain solutions.

8.  Codg Reduction: Standardization canlead to cost savingsin thedevel opment, maintenance, andintegration
of blockchain systems, asit streamlines processes and reducesthe need for custom solutions.

0. User Trust: When usersknow that ablockchain system adheresto recognized standards, they are more
likely totrust it, leading to increased confidence in thetechnol ogy and itsapplications.

10. Long-term Viability: Blockchain standards help ensure the long-term viability and sustainability of
blockchain networks by promoting astructured and well-defined approach to technol ogy development.

There are many standards under development which arerelated to NFTs, Smart Contracts, I nteroperability,
Modelsetc. Some of theimportant oneare:

1 Dataflow model for blockchain and DLT use cases

2 Representing Physical Assetsusing Non-Fungible Tokens
3. I nteroperability Framework
4

Overview of smart contract security good practiceand issues

BRAIN COMPUTER INTERFACE (BClI)

BISCommittee: LITD 37 Brain Computer Interface

I nternational Committee: SO/IEC JTC 1/SC 43 Brain-computer Interfaces

Until recently, the dream of being ableto control one’s environment through thoughts had beenin therealm of
sciencefiction. However, theadvance of technol ogy hasbrought anew redlity: Today, humanscan usetheeectricd
sgnasfrombrain activity tointeract with, influence, or changetheir environments.

A Brain Computer Interface (BCI) isacomputer-based system that acquiresbrain signals, analyzesthem, and
trandatesthem into commandsthat arerelayed to an output deviceto carry out adesired action. Thus, BClsdo
not usethe brain’snormal output pathwaysof periphera nervesand muscles.

Brain computer interfacetechnol ogy representsarapidly growing field of research with gpplicationsranging right
from Medical and Health domainto Smart Environment, L earning and Education, Training, Industria Contraols,
Gaming, Communi cationsand so on and so forth. Though some of these might beinthe* Prototype’ or ‘ Proof of
Concept’ stage, many havereached the* Operation’ stageand are actively being used.

It isamisconception that BClsare mind-reading devices. Brain-computer interfaces do not read mindsin the
senseof extracting information from unsuspecting or unwilling usersbut enable usersto act ontheworld by using
brain signalsrather than muscles. The user and the BCI work together. The user, often after aperiod of training,
generatesbrain signa sthat encodeintention, and the BCI, a so after training, decodesthe signalsand trand ates
them into commandsto an output device that accomplishestheuser’sintention.

Themain am and benefitsof Standardizationinthisareaare:



1 Improved Safety by implementing standardized safety protocolssuch as|EC 60601-2-26

2. Improved I nteroperability viastandardsfor BCl system referenceframework and datastructures, which
will enabledifferent BCl devicestowork together seamlesdly.

3. Common conceptsand terminology (Vocabulary)

4, By establishing minimum requirementsfor system design and performance, standardized protocolscan
ensurethat BCI systemsare more accessibleto abroader range of users, including thosewith disabilities.
For example, the | EC 60601-2-27 standard for the saf ety and performance requirements of implantable
neurogtimulaors.

Thereareanumber of Indian expertswho areactively participating in the devel opment of Internationa Standards
including the Convenor positionsin both the Working Groups established under thistechnical committee. BIS
Committee expertsare al so leading the devel opment of anumber of standardsat International level. Some of
thesearelisted below:

1 Brain-computer | nterface— Vocabulary

" Thisdocument specifiesthe termsand definitionscommonly used inthefield of Brain-computer
Interface (BCI), including basi c conceptsand classifications of BCI, hardware, experiment setups
and protocols used in BCI, related neuroscience concepts of BCI (e.g., coding and decoding,
feedback and stimulation), and its applicationsetc. Thisdocument isapplicableto theunderstanding
of Brain-computer | nterface conceptsand the exchange of information.

2. Brain Computer Interfaces- Use Cases

" Thisdocument providesacollection of representative use cases of brain-computer interface (BCl)
gpplicationsinavariety of domains, e.g., medica and health, industrid controls, smart environment,
etc. This document is also helpful for BCI industries and products that provide support for
communications among interested parties/stakeholders and will be applicableto all types of
organizations(e.g., commercia enterprises, government agencies, not-for-profit organi zations)

3. Brain-computer Interfaces- Referencearchitecture

4. BCI dataformat for Nonlnvasivebraininformation collection
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